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The wealth of information available on the Internet has created an incentive for the
development of fully automated programs that try to exploit online services intended for
human users. As a result, there is a compelling need for automatic methods (i.e., algorithms)
for telling whether the entity attempting to access a service is a human or a machine.

Coates, Baird, and Fateman have developed just such a test based on a task from the
field of vision [1], influenced by work being done by von Ahn, et al. in the CAPTCHA
project at Carnegie-Mellon University [2]. Their ideas are based on the observation that
state-of-the-art optical character recognition (OCR) systems are not as adept as humans
at reading degraded text. With a large dictionary, a library of differing font styles, and a
variety of synthetic noise models, a nearly endless supply of word images can be generated.
The user is then asked to type on the keyboard a randomly-chosen word displayed on the
screen. It is easy (indeed, trivial) to verify whether the user has passed.

While most of today’s web surfing takes place using computers that have monitors and
keyboards, speech interfaces are proliferating rapidly and will play important roles in mobile
devices and at times when the user wants her hands or eyes free. Although the problems
in building a “bot” to navigate a spoken language interface may seem formidable, they are
tractable, especially if the system depends on a fixed sequence of predefined prompts. Hence,
we can anticipate a demand for similar methodologies to prevent machines from abusing
speech-based resources intended for human users. Since most of the scenarios involved here
offer either no screen (services accessed while driving a car) or at best a small one (cell
phones), and often no keyboard, the test described by Coates, et al. cannot be applied.

There are a number of strategies we can explore for differentiating between humans and
machines when it comes to the perception of speech:

o Making the dialogue difficult for machines (high level: syntactic or semantic).
¢ Making the speech signal difficult for machines (low level: recognizing phonemes).

¢ Processing the speech to create aural illusions that affect humans but not machines.






