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Abstract

A CAPTCHA is a test that a computer can automatically administer to determine if a user is a human or a
computer. Several aural and visual CAPTCHAs have already been developed, but a completely text-based CAPTCHA
is still elusive. In this paper I describe the problems we’ve encountered in building such a system and current areas
of exploration.

1 Introduction

A CAPTCHA is a Completely Automatic Public Turing Test to tell Computers and Humans Apart. It is a test that can
be generated and graded by a computer. Most humans can easily pass the test, but computers cannot.

A CAPTCHA can be used to protect a system which is intended to be used only by humans. For example, such
a test might be used as part of an online survey to prevent automated programs from “stuffing the ballot box™ with
thousands of submissions.

A system based on visual recognition of distorted text was developed by the HIP Project at Carnegiec Mellon and
is being used by Yahoo! to prevent automated programs (“bots”) from signing up for hundreds or thousands of free
email accounts, which spammers use to send advertisements.

A text-based system would be interesting and useful for several reasons. First, text is a new medium; all current
tests are either visual or aural. Second, blind people cannot pass a visual CAPTCHA test. Third, a text-based interface
would be more convenient in certain situations, such as a text-only console on a Unix system.

In the following sections I will describe a flawed text-based CAPTCHA and the fundamental problem which afflicts
all of our text-based CAPTCHAS thus far.

2 An example broken text-based CAPTCHA

The following is a preliminary system we developed that exploits humans’ ability to analyze the meaning in sentences.

The test is generated from a short passage of English text. The computer administering the test selects one word
(a noun, verb, or adjective) from the source text. It replaces the chosen word with another “bogus” word selected
randomly — either from a set of words of the same part of speech as the chosen word, or, more generally, according
to some probability distribution. To pass the test, the user must identify the bogus word. The hope is that a human
will easily be able to identify the word which does not make sense in the context of the sentence, while that same task
would be very hard for a computer.

The following is an example of a test sentence in which one word has been replaced by a bogus word of the same
part of speech as the original word:
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