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1 Introduction

My interest in Human Interactive Proofs (HIPs) is in the area of formally de-
scribing and rigorously proving the desirable properties of these systems. In par-
ticular, I am interested in the security properties of authentication-style HIPs.
However I also believe that a “complexity-theoretic” definition of HIP may lead
to interesting characterizations of the power of human computing.

2 Security and formalizations of HIPs

The HIP group at CMU has been operating under the loose definition that
a HIP is a protocol that allows a human to prove something to a computer.
However we have not to this point been able to produce a formal definition that
is satisfactory for a number of reasons. I'll try to briefly summarize some of the
difficulties and then show a candidate definition and how both the HUMANOIDS
and CAPTCHA problems satisfy this definition.

2.1 HUMANOIDS and CAPTCHA

The HUMANOIDS project can be described briefly as a search for single-user
authentication protocols which are cryptographically secure and can be executed
by an unaided human. We briefly recall some definitions from [2].

Definition 1 An identification protocol is a pair of probabilistic interactive
programs (H, C) with shared auziliary input z, such that the following conditions
hold:

o For all auziliary inputs z, Pr[(H(z),C(z)) = accept] > 0.9
e For each pair x # y, Pr[(H(z),C(y)) = accept] < 0.1

When (H,C) = accept, we say that H verifies his identity to C, C authenticates
H, or H authenticates to C.



Definition 2 A protocol (H,C) is said to be (a, 3,t) - human executable if at
least a (1 — a) portion of the human population can perform the computations
H unaided and without errors in at most t seconds, with probability greater than

1-8.

Definition 3 An identification protocol (H,C) is (p,k)-secure against active
adversaries if for all computationally bounded adversaries A,

Pr{A(T*(A,H(z),C(2))),C(z)) = accept] < p,

where T*(A, H(z),C(z)) denotes a random variable sampled from k sessions
where A is allowed to observe and make arbitrary changes to the communications
between H and C'.

A brief, formal description of the HUMANOIDS project is then the search
for an (a, 3,t)-human executable identification protocol which is (p, k) secure
against active adversaries for “good” values of a, 8,t,p,k. The focus has been
on very good values of (p,k) — for example, p < 107% and k£ > 10° — and
“acceptable” levels of human executability.

The CAPTCHA project which will be described by others in this workshop
aims to securely authenticate users as humans (as opposed to robots.) The
paradigm for these HIPs are to require the prover to show ability to solve some
“Al-hard” problem.

2.2 Definition

We might be tempted to just extend this property to any interactive proof
system (P, V), and say that (P,V) is an («, 8,t)-HIP if (P,V) is an IP and one
of PorV is (a, B,t)-human executable; and say that (P, V) is a HIP if (a, §,1)
pass some minimum reasonable requirement. The problem here is that both
HUMANOIDS and CAPTCHA are not really interactive proofs in the same sense as
the traditional IP. Such proofs are normally of the form z € L for some language
L. But it’s not really clear what = or L are for our projects.

What we’re really talking about in these protocols is a “private key” inter-
active proof. Both H and C have some “secret” input, and H wants to show
C that their auxiliary inputs satisfy some relation R. Note that this is different
from the usual IP, which assumes an all-powerful P (no need for aux. input,
he can just compute it), and ZK, which assumes that P may have an auxiliary
input but not V. So in essence we want to prove that we’re “talking about the
same thing.” The following complexity-style definitions for HIPs are really just
straightforward translations of this idea.

Definition 4 A pair of interactive programs (P, V') with auziliary inputs is an
Interactive Proof of Related Secrets for the relation R if:

e For all (z,y) € R, Pr[{(P(z),V (y)) = accept] > 1 —¢.
e For all (z,y) ¢ R, Pr[{(P(z),V (y)) = accept] < e.






