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Cryptographic protocols are almost always geared toward situations
involving exact knowledge. A digital signing protocol or decryption pro-
tocol, for example, typically assumes possession on the part of the user of
a fully specified private key. At the juncture between human beings and
security systems, however, assumptions regarding exactitude very often
break down. People alter their trust relationships and acquire and forget
information (such as passwords) on a regular basis. Even from a biolog-
ical perspective, human beings present constantly changing information
to computer systems. As designers of biometric authentication systems
know, images of a finger, iris, or face never look exactly the same way
twice.

A strong basis exists for error tolerance in cryptography, with research
on secure multiparty computation, public-key cryptosystems, quantum
cryptography, and many other topics drawing on constructions such as
error-correcting codes, e.g., [1,3,10]. The types of errors introduced by
ordinary human beings, however, have seen less interest and attention
in the cryptographic literature than those of Byzantine adversaries and
photons. Ongoing research at RSA Laboratories seeks to develop a set of
cryptographic techniques tolerant of the types of errors typically intro-
duced by human beings.

Fuzzy commitment is one algorithm stemming from research at RSA
Labs and antecedent work [8, 4, 5]. This is a simple construction employing
error-correcting codes in a somewhat unorthodox manner so as to allow
encryption and decryption of a ciphertext using keys that are similar in
some appropriate metric, but not exactly equivalent. Fuzzy commitment
has yielded several practical applications. The first of these is a wvisual
password system — briefly stated, an authentication system in which a
password consists of a collection of designated points on different images.
To specify her password, a user must pick out these designated points;
thanks to the underlying use of fuzzy commitment, however, she need not
select her points with perfect precision.






