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The Question In this Talk

Can computer scientists
provide both safety and
privacy to society?



The Question In this Talk

Can computer scientists
provide both safety and
privacy to soclety?

Answer:

YES. Three goals: (1) understand the nature of real
privacy threats; (2) design technical solutions to integrate
with policy to avoid a setting in which society is forced to
choose; and, (3) construct technical solutions that address
these threats while keeping data useful.
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Laboratory for International
Data Privacy at CMU

Work with real-world stakeholders:
- public health agencies
- government agencies
- private corporations

Kinds of projects currently underway:
- health data
- web data
- video survelllance date
- genetic data
- CENSUS surveys
- Crime data

| - grocery data, and SO OM==
http://privacy.cs.cmu.edu




Laboratory for International
Data Privacy at CMU

Data Linkage (“data detectives”):

combining disparate pieces of entity-specific
iInformation to learn more about an entity

Privacy Protection (“data protectors”):
release information such that certain er
specific properties (such as identity) cannc
be Inferred; restrict what can be lea

http://privacy.cs.cmu.edu/



“Can’t release data”
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Accuracy, quality, risk Distortion, anonymity
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Reciient

Confidentiality, Privacy, Liability concerns



“Privacy Is dead, get over it”

<

Accuracy, quality, risk Distortion, anonymity

Ann 10/2/61 02139 |cardiac
Abe 7/14/61 02139 |[cancer

Al 3/8/61 02138 |liver

Holder

o
Recipient Researchers need data



“Share data while guaranteeing
anonymity”

<

Accuracy, quality, risk

A* 1961 0213* |cardiac
A* 1961 0213* |cancer
A* 1961 0213* |liver

Computational solutions

Distortion, anonymity

O,
Recipient



This talk

e Data investigations
e Lots of data out there

e Use Innocent looking data to learn
sensitive information

e Data protection
e Surveillance
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Typical Birth Certificate Fields, post 1925



Typical Electronic Birth Certificate Fields
In 1999-starting fields 1-15



Typical Electronic Birth Certificate Fields
In 1999-starting fields 16-30



Typical Electronic Birth Certificate Fields
In 1999-starting fields 31-45



Typical Electronic Birth Certificate Fields
In 1999-starting fields 46-60



Typical Electronic Birth Certificate Fields
INn 1999 -continued fields 61-75



Typical Electronic Birth Certificate Fields
INn 1999 -continued fields 76-90



Typical Electronic Birth Certificate Fields
INn 1999 -continued fields 91-105



Typical Electronic Birth Certificate Fields
INn 1999 -continued fields 106-120



Typical Electronic Birth Certificate Fields
INn 1999 continued fields 121-135



Typical Electronic Birth Certificate Fields
INn 1999 continued fields 136-150



Typical Electronic Birth Certificate Fields
INn 1999 continued fields 151-165



Typical Electronic Birth Certificate Fields
INn 1999 continued fields 166-180



Typical Electronic Birth Certificate Fields
INn 1999-continued fields 181-195



Typical Electronic Birth Certificate Fields
INn 1999-continued fields 196-210



Typical Electronic Birth Certificate Fields
IN 1999-continued fields 211-226.



On-line birth certificates

(some California counties)

+t— Search Results - Netscape

File Edit “iew Go Communicator

Help

Birth Date Query Search Results

Date: 01 TAN, 1973

Mame Birth Date . [DOC NBR  Mother Father {Sex  (Birth
Order a Copy | s e e e TAVIER AGUILERA Male  Single
Order a Copy | E%PEE??RUTH 01/01/1978 [0002825-00 EEVA%NEM Q%L{E?TP&%DNEY Female Single
SRR §?§§H3H’EMMY 01/01/1978 10002540-01 |(CARTLEE ROSS g%lllﬂ}gHLEE Male  Single
Order a Copy | S Uanewmioagesunion o e s R R e e
Order a Copy | EA%ENSN 010141978 |0002542-00 Eggﬁmm% g:mm HSmALIGL SEN Female Single
Order a Copy_| Lo wyiss oposseon R R R P e il
Order a Copy | ST el olotibrs losgosssioy R L LG iR e R iediale Sinals
Order a Copy_| Sﬁ%ﬁ 01/01/1978 [0002600-01 Eﬁ&cm %%STEIEARIEEEL

Get More records

|Document: Done

L
=

i il B ED 2 | 4




. i
L7 |

0

duals

u
\

IV

th,
?aeniily records

0.
e T
"""':::',
RN
c:u::’,',',' 7

)
”
%

Weyluse/

e\

0
”
%

. lr
0,
e T
'l:n,,,"“
B,
.

Do,
".".".",.,.;.;.;,;,;,;,
Y :"',','

)
G
%

health

to Fuse
Underway

ous Efforts 10
E\ljgi]l:ole Data Together on

groceries

| data

IMmina

employment ¢

<]



This talk

e Data investigations
v'Lots of data out there

e Use Innocent looking data to learn
sensitive information

e Data protection
e Surveillance



Health data (GIC example)

Ethnicity
Visit date
Diagnosis
Procedure
Medication

Total charge

Medical Data




Population data (GIC example)

Name
Address
Date

Birth agistered
date

Party
SEX affiliation

Date Ias
2y



Linking to re-identify data

Name

Address

Ethnicity
Visit date

Diagnosis Dat_e
registered
Procedurg
Party
Medicatio affiliation

Total charge Date Iasé!
voteg @

Medical Data Voter List



Uniqueness In Cambridge Voters

Birth date includes month, day and y ~a
Total 54,805 voters.

JLME 97



Few characteristics make a person unique

Birth includes month, day and year:
365 days x 100 years = 36,500 possibilities
Two genders and Five ZIP (5-digit) codes:
2 *5* 36,500 =365,000 possibilities
But the Cambridge Voter list had:
54,805 voters

So in general, using

provides aunigue guasi-identifier.
JLME 97




{ date of birth gender 5-digit ZIP}
uniquely identifies 87.1% of USA pop.

"o pop ldentifiable

0 20000 AD000 BOO00 aoaoo 100000 120000
ZIP Population




{ date of birth gender 5-digit ZIP}
uniquely identifies 87.1% of USA pop.

ZIP 60623,

1.2 v .................................................................................................................................. 112,167 people’
11%, not 0%
iInsufficient #
above the age of
55 living there.

"o pop ldentifiable

0 20000 AD000 BOO00 aoaoo 100000 120000
ZIP Population




{ date of birth gender 5-digit ZIP}
uniquely identifies 87.1% of USA pop.

ZIP 11794, 5418
1.2 S people, primarily
between 19 and
24 (4666 of 5418
or 86%), only
13%.

"o pop ldentifiable

0 20000 AD000 BOO00 aoaoo 100000 120000
ZIP Population




Disclosure Scenario

Private (Single Hospital ) Public (Various Users )

<o
]

Hospital
Discharge
Database

DNA
Database
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Genotype-Phenotype Relations

Can infer genotype-phenotype relationships
out of both DNA and medical databases

Medical —Jp Phe\,\/sic::]ype —> Genomic

Database Genetic Trait DI

Disease 4—— Disease 4—— DNA

Phenotype Seguences Database




Example: Huntington’s Disease

Medical ——Jp| | ICD9 code

Database 3334

HD Gene
Mutation

ICD9 code | ¢—— HD Gene
3334 Mutation

DNA
Database




Unigueness In Tralls

P1: OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOlOOOOOOO
logs
P2: OOOOOOOO000000OOOOOOlOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO

P3: 000000000000000000001.00000000001000000000000000000000000000

PA: 0000000000000000000000000000000000000000000000000001.0000000

names
PB: 00000000000000000000000000000001000000000000000000000000000

PC: 000000000000000000001.00000000000000000000000000000000000000

Uniqueness of audit trails with large nu
people and locations.




Unigueness In Tralls
(Web logs)

P1: OOOOOOOOOOOOOO0000000OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOlOOOOOOO e
logs
P2: OOOOOOOOOOOOOOOOOOOOlOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO (

P3: 000000000000000000001.00000000001000000000000000000000000000 e-

PA: 0000000000000000000000000000000000000000000000000001.0000000 e

names
PB: 00000000000000000000000000000001000000000000000000000000000 &

PC: 000000000000000000001.00000000000000000000000000000000000000 H

Bradley Malin will talk about re-

identifying people from the trails of
data the leave behind.




Computer Security & Data Sharing

Authentication: login with password
Authorization: allowed to read/write date
Encryption: to avoid eavesdropping

BUT data can re-identify individual!



This talk

v'Data investigations
e Data protection

e FOormal protection models

e Effort-based models (evolving)
e Surveillance



ldea ofk-map andk-anonymity

>

For every record released, there will be at ldast
individuals to whom the record indistinctly refers.

In k-map, thek individuals exist in the world.

In k-anonymity, thek individuals appear in the
release.

Sweeney 97 and 98



Sample population register of 6 people
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Re-identification Example

Population

There are 3
green figures
and 2 figures
having the same
profile as the
release.

But only Halis
green and has
the same figure
type as the
profile in the
release. Itis a
unigue match.



Re-identification Example

There are two
matches for this
rofile, Jimand
Mel. There is no

unigue maitch.

A A\A- W Wy
Ken Len Me

Population




Re-identification Example

To achievek-map
wherek=2, agents
for Gil, Hal and
Kenagree to
merge their
Information
together.

Information
released about
any of them
results in the
same merged
Image.




Datafly HIPAA Demonstration - Metzcape

File Edt “iew Go Communicator Help

DATAFLY

HIPAA Demonstrations

black 05/20/1965
black 08/31/1965
black 10/28/1965
. black 09/30/1965
Onginal data | 31y g2/07/ 1964
sample from a problem | p1ack 11/05/1964
list | white 11/28/1964

white D7/22/1965
white D8/24/1964
white D5/30/1964
white DZ/16/1967
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a1

Proklem
short of kre
chest pain
painful eye
wheezing
ochezity
chest pain
short of kre
hypertension
ochezity
fewver
womiting

& [=B=|

|Dacument: Done

ration - Metscape

Lhicatar  Help

privacy.cs.cmu.edu/datafly/

Datafly 2nd opticn
preserving J-digit ZIP
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FRace DOB Zex ZIF Problem |
black 1965 Jul 02141 short of bre
black 1985 jul 02141 chest pain
black 1985 F 02138 painful eye
black 1985 F 02138 wheezing
1 black 1964 F 02138 ohezity
T black 1964 F 02138 chest pain
white 198% * 021*%% short of bre
white 19&6% w 021%* hypertension
white 1964 jul 02139 ohezity [
white 1964 Jul 021539 fewer
white 1967 jul 02138 wvomiting
-
dl | _"I_I
Face DOB Jex ZIF Froblem |E=
black 196%* Jul 02141 short of bre
black 192a6% jul 02141 chest pain
black 192a6% F 021358 painful eye
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black 192a6% F 02135 chest pain
white 196% Jul 021535 short of bre
white 1967 * 02139 hypertension
white 1967 * 02139 ohesity L |
white 196% * 021539 fewer
white 1967 jul 021358 wvomiting
. 4
|Dacument: Dore 4
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This talk

v'Data investigations
e Data protection

v'Formal protection models

e Effort-based models (evolving)
e Surveillance



Video Survelllance Cameras In
Lower Manhattan

From http://www.appliedautonomy.com/isee



De-identification of Faces

Example.

Captured images are below.
Here Is a known image of
Bob. Which person is Bob?




De-identification: T-mask

Example continued...

Captured images are de-
identified below. Here Is a
known image of Bob.
Which person is Bob?




Ralph Gross (for Elaine Newton)
will show how faces can be de-identified tg
thwart any face recognition system yet
preserving many details in the face.




Video Survelllance Cameras In
| ower Manhattan

P o e 0 I

Yan Ke will talk about de-identifying imagef N
of people in networks of cameras. )
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This talk

v'Data investigations
v Data protection
e Survelllance



Detect Early using Onset,
Coordinate Deaths & Hospital Admits

1979 Sverdlovsk Anthrax QOutbreak
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Based on results reported in Guillemin, 1999.




How can we detect onset? |
How early on each can we predict?
How does coordination help?

1979 Sverdlovsk Anthrax Outbreak

Onset
— Hospital Admits
— Deaths

ulative Cases

Ted Senator will talk about the big picture of early

detection bio-terrorism surveillance systems.




Continuously Observe Behaviors
to Detect Onset of Symptoms

Prodromic survelllance:

A4

How many are acting ill”

Unusual
behaviors- syndromes?

Not confirmed
diagnoses!
Andrew Moore will talk describe anomaly

detection algorithms used in real-world
bio-terrorism surveillance systems.

4



Centralized Surveillance of Secondary Data
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Centralized Surveillance of Secondary Data
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Doug Dyer will talk about the surveillance for
detecting terrorists.
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Policy Matters...

= FOIA versus Privacy
= Law enforcement
= |Intellectual property

= Medical privacy legislation

= Internet privacy Mike Shamos will describe
| | how these laws, regulations
= BlO-terrorism survel gpg policies frame the
mathematics behind
solutions.
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Mechanical distortion decisions
typically renders data useless

Gross overview

Sufficiently anonymous Normal operation
Sufficiently de-identified Unusual activity
|dentifiable Suspicious activity

Datafly Idenifiability 0..1 Detection Status 0..1



Dynamically Augment the Model When
Surveillance Detects Possible Attack

= Lower the privacy threshold when potential attack detected
— Take advantage of disease-specific processing

— Need to flush out early suspicions by looking at more detailed
data
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*How manyx occurred yesterday?”
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Total count: “"How many occurred?”

storg | 1= r+12

| Samuel Edoho- Eke

smmmeEy Wil provide some
solutions to these
basic questions.

oWIE = B




Other presentations

Privacy-preserving data mining:
Rafail Ostrovsky
Benny Pinkas
Johannes Gehrke

Query restriction problem:
Susmit Sarkar

Statistical approaches:
Steve Fienberg
Rebecca Wright




The Question In this Talk

Can computer scientists
provide both safety and
privacy to soclety?

Answer:

YES. Three goals: (1) understand the nature of real
privacy threats; (2) design technical solutions to integrate
with policy to avoid a setting in which society is forced to
choose; and, (3) construct technical solutions that address
these threats while keeping data useful.




This talk

v'Data investigations
v Data protection
v’ Surveillance
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