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Whatis�-anonymity?

�ProposedbyLatanyaSweeney

�Strategyforreleasinglargeamountsofpersonaldata,whilestill

protectingprivacyofindividuals

�Levelofprivacyprotectiondependsonaconstantparameter�
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Whatis�-anonymity?
Inparticular,datafieldsareeithergeneralizedorsuppressed

�Generalized:e.g.“age35”becomes“age20-40”

�Suppressed:e.g.“age35”iswithheldentirely

Inthistalk,wewilldealonlywithoptimal�-anonymityviasuppression

(generalizationisageneralizationofsuppression)

Optimal�-anonymity:Givenalistofpersonalrecords,minimizethe

numberoffieldssuppressed,suchthatforeachrecord�,thereare���

otherrecordsthatareindistinguishablefrom�.
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Exampleof�-anonymity

Considerthequery“Whohadanx-rayatthishospitalyesterday?”andthe

followingresponse:

firstlastagerace

HarryStone34Afr-Am

JohnReyser36Cauc

BeatriceStone34Afr-Am

JohnDelgado22Hisp

�Wantto2-anonymizethisdata(usingsuppression)beforerelease
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Exampleof�-anonymity

Considerthequery“Whohadanx-rayatthishospitalyesterday?”andthe

followingresponse:

firstlastagerace

*Stone34Afr-Am

John***

*Stone34Afr-Am

John***

�Rows1and3areindistinguishable,2and4areindistinguishable
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TheGoal
Optimal�-anonymity:Givenalistofrecords,minimizethenumberof

fieldssuppressed,suchthatforeachrecord�,thereare���other

recordsthatareindistinguishablefrom�.

Wewillgiveareductionfrom�-dimensional
perfectmatchingtotheaboveproblem

�-dimensionalperfectmatchingis��-hard(cf.GareyandJohnson)

Henceoptimal�-anonymityisnotpossibletoachieveefficiently,

unless����
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�-dimensionalperfectmatching
Givenacollection�of�-setsoverauniverse�,isthereasubset���

suchthat:

�Every���isinsome�-set�in�

�Thesetsof�aredisjoint;i.e.forevery����	��,���
�	��

Example:

Let��,������������������,and

���������������� ������ ������������.

��������������������and������������ �����areperfect
matchings

��������������� ���and������������ ������������arenot

Note:When���,thisispolynomialtimesolvable(buttheproblemis
hardfor��)
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From3-Dperfectmatchingto3-anonymity

Givenaninstanceof3-dim.perfectmatching:

�������	���������,�������������suchthat

Forall����������,����and�����,

Defineatable	ofrecordswhere:

�Records(rows)correspondto�
��

�Attributes(columns)correspondto����

Moreprecisely,

	��������if�
����

�otherwise�
Wethenask:doestheoptimal3-anonymizedsolutionsuppressatmost

���� ����fields?
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Exampleofreductioninaction

Considerourexamplefrombefore:

����� ������������and������ ����������������� ��������������

Thereductionresultsinthetable:

��� ��������������� ����������

10011

20220

30330

44004

55005

66600

Togetan3-anonymoustable,theminimumnumberoffieldsin	that
needtobesuppressedis�����
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PerfectMatching1
3-Dperfectmatching���� ��������������correspondstothe

3-anonymizedtable:

��� ��������������� ����������

10***

20***

30***

4**0*

5**0*

6**0*
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PerfectMatching2
3-Dperfectmatching������� �����������correspondsto:

��� ��������������� ����������

1*0**

2***0

3***0

4*0**

5*0**

6***0

Someobservations:

�Ifaset��doesn’tappearintheperfectmatching,thenitscolumnis
all*’s

�If��doesappear,then3entriesinitscolumnarenot*’s
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Whydoesthiswork?
(Recall�=numberofsetsincollection=numberofcolumnsintable)

�Agroupof3rowsneedsatleast �� ����starsinorderforthe

grouptobecomeindistinguishable

Followsfrom	���� ���if�
� ���

�Agroupof3rowscorrespondstotheelementsofaset��ifandonly

ifexactly �� ����starsarerequired

Therowshave0inthe�thcolumn,differinothercolumns

�Thusthereisaperfectmatchingiffforeverygroupof3rows,exactly

 �� ����starsarenecessary

������ ����starsintotal

Sothereisa3-Dperfectmatchingifandonlyifthenumberofentries
suppressedintheoptimal3-anonymizedsolutionis� �� ����
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Somespecialcases
Let�bethenumberofrecords.

Whatif...

�Numberofattributesperrecord(numberofcolumns)isatmost

������?
Reductiondoesn’twork;resultingsubcaseof�-dimensionalperfect

matchingiseasy

�Numberofpossiblefieldentriesisconstant?

Open–couldbehard.Variantof�-anonymitywhereentirecolumns

aresuppressedishardinthiscase
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That’sit!

Anyquestions?
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